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Python networking

% Python c6 2 level dé truy cip dén cac dich vu mang:
< O low-level, c6 thé truy cip dén Socket ctia Hé diéu hanh, noi cho phép
tac dong Client - Server bang ca 2 giao thitrc Connection-oriented (két ndi
dinh tuyén) va Connectionless (két n6i bat dinh tuyén).
“*Ngoai ra, Python con cung cip 1 s6 thw vién dé truy cip dén cic giao thirc
High-level nhw HTTP, FTP, ....
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Sockets

% Socket 1a mdt cong logic ma mot chwong trinh stir dung dé két ndi voi
mot chwong trinh khac chay trén cung mot may tinh hoac trén mot
may tinh khac théng qua giao thirc mang.

¢ Chwong trinh mang c6 thé stir dung nhiéu Socket cling mot lic, nho
d6 nhiéu chwong trinh cé thé str dung Internet cung mot luc.

% C6 2 loai socket thworng thay do la dung giao thirc TCP hodc UDP.
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Stream Sockets

¢ Stream Socket - Dwa trén giao thirc TCP (Tranmission Control
Protocol) viéc truyén dit liéu chi thwc hién gitra 2 qua trinh da thiét 1ap
két noi. Giao thirc nay ddm bao dit liéu dwoc truyén dén noi nhian mot
cach dang tin ciy, ding thi tw nho vao co ché quan ly luong lwu thong
trén mang va co ché chéng tic nghén.
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Datagram Socket

¢ Datagram Socket — Dwa trén giao thirc UDP (User Datagram
Protocol) viéc truyén dir liéu khong yéu cau cé sw thiét 1ap két noi gitra
2 qua trinh.

% Nguwoc lai v&i giao thirc TCP thi dit liéu dwoc truyén theo giao thirc
UDP khong dworc tin cdy, c6 thé khong dung trinh tw va lap lai. Tuy
nhién vi n6é khong yéu cau thiét 1ap két n6i khong phai c6 nhitng co ché
phirc tap nén téc do nhanh...(rng dung cho cac rng dung truyén dir liéu
nhanh nhw chat, game.....
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Port

% Port xach dinh duy nhat mot tién trinh (process) trén mot may trong
mang. Hay noi cach khac la cach ma phan biét gitra cac rtng dung chay
trén may tinh.

% Mot TCP/IP Socket gom mot dia chi IP két hop véi mot port xac dinh
duy nhat mot tién trinh (process ) trén mang. Hay néi cach khac luéng
thong tin trén mang dwa vao IP 1a dé xac dinh mot may con port xac
dinh 1 tién trinh trén 1 may.
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Client - Server

¢ Quy trinh hoat dong cua &rng dung Server - Client nhw sau: Server cé
nhiém vu cla 1a lang nghe, cho doi két n6i tir Client trén dia chi IP cia
minh véi PORT dwoc quy dinh san. Khi client giri dit liéu tdi Server thi
né phai giai quyét mot cong viéc 1a nhan di liéu do -> x ly -> tra két
qua lai cho Client.

% Client 1a rng dung dwoc phuc vu, né chi givi truy van va cho doi két
qua twr Server
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% D€ tao 1 socket ta lam nhw sau:
s = socket.socket (socket_family, socket_type)

*»*V&i socket_family, socket_type da dwoc gidi thiéu bén trén (Domain,
type)

“#*Sau khi khéi tao dwoc 1 doi twong socket, ti€p dén ta cé thé khai tao
chuwong trinh cho Client hoac Server
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Term Description

Ho ctia cac giao thirc ding dé truyén dit liéu: AF_INET, PF_INET, PF_UNIX, PF_X25, .... O

domain day ching ta thuong ding AF_INET (IPv4)
type Kiéu ctia socket: SOCK_STREAM (TCP), SOCK_DGRAM (UDP)
protocol Dung dé x4ac dinh cac bién thé cua cac giao thirc, mac dinh1a 0
Dung dé xac dinh hostname, c6 thé la:
*Chubi
hostname

Dia chi [Pv4 néu dung AF_INET
*Dia chi [Pv6 néu dung AF_INET6

port Xac dinh port cua socket
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Server Socket Methods

Method Description
s.bind() Két ndi (hostname, port number) dén socket.
s.listen() Cho Server lang nghe céc Client

s.accept() Thiét 1ap két nbi gitra Client-Server
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Client Socket Methods

Method Description

s.connect() Két ndi dén Server
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General Socket Methods

Method Description

s.recv() Nhan di¥ liéu trong giao thac TCP
s.send() Truyén dir liéu trong giao thirc TCP
s.recvfrom() Nhan dir liéu trong giao thore UDP
s.sendto() Truyén di liéu trong giao thirc UDP
s.close() DPong két ndi

socket.gethostname() Tra vé tén cua host
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Server site

import socket # Import socket module

s = socket.socket() # Tao doi twong socket (mdc dinh 1a TCP trén nén IPv4)
host = socket.gethostname() # Xac dinh tén localhost

port = 12345 # Xac dinh port muén dung
s.bind((host, port))  # Ké&t ndi dén socket

s.listen(5) # Server lang nghe 5 Client cing 1 luc
while True:

¢, addr = s.accept() # Thiétlap két néi
print 'Got connection from', addr
c.send('Thank you for connecting") #Gti dit liéu dén Client

c.close() # Dong két nodi
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Client site

import socket # Import socket module

s = socket.socket() # Tao doi twong socket
host = socket.gethostname() # Xac dinh tén localhost
port = 12345 # Xac dinh port

s.connect((host, port)) #Két noi dén Server
print s.recv(1024) #Nhan dir liéu tw Server voi Buffer la 1024 bytes
s.close() # Pong két noi
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% Chay 2 script trén va day la két qua:
Got connection from ('127.0.0.1, 48437) #Server side
Thank you for connecting #Client side

< Bat cac gdbi tin bang Wireshark
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Python networking modules

Protocol Common function Port No Python module
HTTP Web pages 80 httplib, urllib, xmlrpclib
NNTP Usenet news 119 nntplib

FTP File transfers 20 ftplib, urllib

SMTP Sending email 25 smtplib

POP3 Fetching email 110 poplib

IMAP4 Fetching email 143 imaplib

Telnet Command lines 23 telnetlib

Gopher

Document transfers 70

gopherlib, urllib
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Bai tap thuc hanh

% Bai 1: Tao mot 1&p tepserver.py va 1 16p tepclient.py két n6i thong
qua port 8090. Tw client gtti 1én thong diép ‘From CLIENT TCP’, ti
server nhan thong diép va tra vé ‘From SERVER TCP'. In ra cac thong
diép do twong rng tai server va client.

% Bai 2: Tao mot 1&p tepserver.py va 1 16p tepclient.py két néi thong
qua port 8091. Tt client gti 1én 2 s6 nguyén a va b, tai server tinh tong
va tra veé client gia tri ctia tong cia a + b.
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% Bai 3: Viét chwong trinh theo mo hinh client-server dé kiém tra tinh hop 1é ciia mit khau ma nguoi
dung nhip vao (mit khiu dwoc nhip tw ban phim tai Client; ham xi 1y kiém trd mat khau hop 1€ viét
tai Server).

%+ Cac tiéu chi kiém tra mat khau bao gom:

o 1. ft nhat 1 chit cai ndm trong [a-z]

2. 1t nhat 1 s6 ndm trong [0-9]

3. ft nhat 1 ki tw ndm trong [A-Z]

4. It nhat 1 ky tw ndm trong [$ # @]

5. D6 dai mat khau toi thiéu: 6

6. D0 dai mat khau toi da: 12

o

[e]

[e]

[e]

[e]

Chwong trinh phai ch4p nhan mdt chudi mat khau phan tach nhau béi ddu phay va kiém tra xem ching
c6 dap ng nhirng tiéu chi trén hay khong. Mat khiu hop 1é sé duoc in ra tai Client, m6i mat khiu cach
nhau b&i dau phay. Vi du mat khau nhap vao chwong trinh la: Abc123@1,aF1#2w3E*2We3345. Thi
dauraséla: Abc123@1
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